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Résumé : La société de I'information dans laquelle nous vivons a - dans la plupart des cas - augmenté le probléme central
de l'acces aux informations de nature personnelle. Jusqu'ici, peu de travaux se sont intéressés aux perceptions des
individus-citoyens (a la fois en termes de risques et de motivations) quant 1/ au dévoilement de données personnelles en
ligne et 2/ a I'adoption de systéemes d'identification électroniques spécifiques (tels que la biométrie) en particulier. Ce
papier présente les résultats d'une étude qualitative - deux réunions de groupes ont été menées dans quatre pays
européens différents (France, Espagne, Allemagne et Royaume-Uni) - visant a mieux comprendre les motivations, les
risques percus et les exigences des jeunes citoyens européens (15 a 25 ans) concernant I'identification électronique et le
dévoilement en ligne. Au total, 76 jeunes ont participé a ces réunions de groupe. Les discussions ont été retranscrites
puis traduites en anglais avant d'entreprendre une double analyse textuelle utilisant les logiciels Alceste© et
Wordmapper®. Les résultats des deux analyses textuelles montrent des ressemblances et des disparités au sujet des
perceptions des jeunes Européens en matiére de dévoilement de données personnelles en ligne et d'intention
d’adoption de technologies d'identification. Les similitudes se rapportent en particulier 1/ aux risques percus quant a la
collecte et a I'utilisation de données personnelles en ligne ; et 2/ au manque de connaissance envers la réglementation en
vigueur et de confiance envers la puissance publique. L'analyse comparative confirme les différences culturelles dans ce
domaine mais montre également des points communs entre les quatre pays analysés. En conclusion, la plupart des
jeunes interviewés voudraient plus de contréle et de réglementation concernant les données qu'ils fournissent sur
Internet. Des implications pour les universitaires, les praticiens et les décideurs politiques sont fournies.

Abstract: Moves towards an Information Society have, in most cases, enhanced the central problem of control over
access to identity information. Until now, there has been little research concerning peoples’ perceptions (both in terms
of risks and motivations) towards 1/ electronic identification (i.e. electronic disclosure of personal data) 2/ the adoption of
some specific electronic identification systems (such as biometrics) in particular. The paper presents the results of a
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analysis using Alceste® and Wordmapper® software. The results from the two textual analyses show both resemblances
and disparities concerning the perceptions of young Europeans in relation to personal data disclosure online and
adoption of identification technologies. The similarities more particularly relate to: 1) the perceived risks related to the
collection of personal data on line; and 2) the lack of knowledge and confidence towards public regulation. The
comparative analysis confirms the cultural differences regarding these topics but also shows some similar views. Finally,
most young people interviewed would like more control and better regulation concerning the data they provide.
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1. Introduction

With the introduction of digital media, publicly available networks and the
development of the Information Society, identity has become a pressing contemporary issue
with wide ranging implications (Asaro 2000, Fountain 2000, Grijpink 2002, Hyder 2005, Nash
& Lejeune 2010). Information Technology (IT) has revolutionised the collection, processing
and use of identity information since more data can be collected, stored and processed into
usable information (Wang & Taratorin 2010). Moves towards an Information Society have
consequently, in most cases, enhanced the central problem of control over access to identity
information (Hoadley 2010, Wang et al. 2010, Ward & Smith 2002).

As a result, identification in the context of emerging technologies has become a major
area of research. More specifically, it concerns the study of both the conception of such
electronic identification (elD) systems (e.g. biometrics and RFID technologies) and their
acceptance as systems permitting self identification while surfing the Internet for commercial
and/or administrative purposes. Both academics and practitioners agree that such
identification technologies can not succeed if the people using these tools for identification
purposes are not: 1/ fully aware of the specific advantages and risks of these systems; 2/
able to control the use that is made of the identity data (Kim 1995, Ratha 2001). However,
until now, there has been little research, especially in the information technology literature,
concerning the peoples’ perceptions (both in terms of risks and motivations) towards 1/
electronic identification in general (i.e. electronic disclosure of personal data) 2/ the adoption
of some specific electronic identification systems (such as biometrics) in particular. This
study seeks to overcome that deficiency by reporting the results of a qualitative study of
young Europeans motivations, perceived risks and requirements on future electronic
identification systems. For the purpose of this study, we define motivation as the driving force
(intrinsic or extrinsic) which causes the individual to achieve goals (here to adopt an
identification system or to disclose personal data on the web). Risks concern the deviation of
one (or more) results of one (or more) future events from their expected value. Technically,
the value of those results may be positive or negative. However, general usage tends to
focus only on potential harm (e.g. privacy or security failure) that may arise from a future
event (e.g. data misuse), which may accrue either from incurring a cost (loss of privacy) or by
failing to attain some benefit (e.g. automatic authentication). Risk perception refers to the
subjective judgment that people make about the characteristics and severity of a risk (here
mostly a privacy risk). Finally requirements regarding electronic identification systems refer to
documented needs of what the elD service should be or perform (e.g. security).

This study investigates what members of the young European public think about
issues of identity, privacy, self-disclosure, protection of personal data, and use of electronic
identification (elD) systems. The research comprises a series of interview groups with the
young (15-25 year olds) European public, in four different EU27 countries (France, UK, Spain
and Germany). Young people were chosen for interview as they embrace cutting edge
information technologies in large numbers and represent possible opinion leaders in the area
of IT (Akman & Mishra 2010). Moreover, as they have grown up with these new
technologies, they undoubtedly better reflect the behavioural patterns of society in the future
since: 1) they are the future adult citizens; 2) they have a high level of IT literacy; 3) they tend
to grasp new technologies rapidly (Buckingham 2008, Eysenck 1974, Hulicka & Weiss 1965,
Palfrey & Grasser 2008). Additionally, as young people aged between 15 and 25 years make
up 11 to 16% of the European population (Eurostat data, 2008) depending on the country
considered, they represent quite a large part of the population.

2. Foundations and purposes of the research

The main surveys and studies that were carried on the subject of ICT and elD
systems at the moment have shown that there is no clear conclusion about:



- What people think about ICT in general, electronic identification systems and
applications (such as electronic cards, RFID technology and biometrics) in particular?

- What the main motivations and perceived risks are in adopting such electronic
systems?

- Whether the public is ready (or not) to adopt such electronic identification systems?

- What the specific needs and requirements of the public are, concerning such systems?

One objective of the study was to focus on young European peoples’ perceptions
about personal data disclosure and elD systems in order to provide some answers to these
guestions.

Typically, whatever the country considered, contradictory perceptions on ICT and
electronic identification exist. Technologies are not always seen as dangerous or risky, but
most citizens require reassurance on security and privacy, personalisation of services, ease
of use and content quality before adopting them. Privacy is one of the most important
requirements (Jung 2009, Magkos et al. 2009). However, although consumers routinely
declare that they value their privacy highly, they do not seem to actively incorporate privacy
concerns in their transactions. The ability to remain anonymous, to specify who can view and
use information, privacy policies and security icons are very important to most people, but
very few frequently use control techniques before logging in (and on social networking sites
in particular) and many people use their real identities when registering on Websites (Fogel &
Nehmad 2009; Jensen, Potts & Jensen 2005; Paine et al. 2007). This so called ‘privacy
paradox’ has been acknowledged for many years (e.g. Gross and Acquisti 2005, Oomen and
Leenes 2007) and although some explanations and possible causes have already been
proposed (e.g. Norberg, Home and Home 2007), academics, practitioners and policy makers
need a more complete picture.

A successful deployment strategy for new elD systems requires that privacy interests
are balanced with the benefits that advanced services may offer (Meziane & Benbernou
2010). This explains the need to investigate the extent to which people are aware of new
identification means, perceive their costs (risks, privacy and confidentiality) and benefits
(relative perceived value) and intent to adopt them. This study therefore explores, to a
greater extent how young people consider their identity and manage personal data online.
The aims of the study are to: 1/ understand how people differentiate between identity and
personal data, 2/ understand what makes people decide to self-disclose and/or adopt
electronic identification systems and 3/ evaluate the importance and the causes of the
“privacy and identity paradoxes”.

Trust is also a key success factor for the implementation and acceptance of ICT
applications (e.g. Mezgar 2003). Building trust in the citizen and end-user could be a key
success factor for the elD innovation to be adopted. Existing studies show that the majority of
the population (even in Europe where specific data protection laws exist) is unaware of 1/ the
risks posed by the collection and use of personal information, 2/ their rights concerning the
protection of their privacy and 3/ effective technologies or control tools that should help them
to protect their privacy (Senicar, Jerman-Blazic & Klobucar 2003; Ricci 1998). Most people
also feel that they can't find out what actually happens to their personal data. As a
consequence, most people do not trust institutions' competencies to handle their private
details (e.g. Backhouse & Halperin 2007). Trust in 1/ organisations’ collection and use of
citizens’ personal information — whether for administrative and/or transactional purposes -
and 2/ in governments’ ability to regulate the circulation of data will be examined in this
study. The paper also explores the extent of people’s knowledge, use and perceptions of
public regulatory and other protection means to ensure privacy and security.

3. Research method
3.1 The choice of discussion groups

The qualitative method of analysing discussion groups was used in this research.
This method appears as a useful tool to promote dialogue between all participants around



various issues associated with electronic identification systems, online self disclosure and
personal identity data management (PIDM).

Two discussion groups of between 8 to 12 participants aged 15-25 were conducted
in four EU27 countries (i.e. Spain, France, Germany and Britain). The aim was to
investigate what young Europeans think about identity, protection of personal data, security,
privacy and elD systems issues. The main objective was to allow youngsters to express
themselves on these topics and to let them talk about their motivations or reluctance to
adopt such new electronic applications. Their perceptions of the risks to give personal
details in these contexts - and more particularly for online applications - were also taken
into consideration.

People’'s engagement and responses to key issues and principles associated with
identity and identification was examined. By studying the process through which people
encounter and assimilate such material, light was shed on how public perceptions are formed
and maintained, especially on the reasoning that people use to make sense of regulation and
control systems.

The value of the technique and its role in bridging social and cultural differences lies
in discovering unexpected findings, often obtained from a free-flowing discussion that is
respectful, and not condescending to participants. The group discussion approach has other
advantages (Gelula 1997, Lago et al. 2007, Semeonoff 1952). First, for a topic such as elD
where prior public awareness and knowledge is likely to be low, it allows people to engage in
a real discussion without fear of being judged or social desirability bias. Second, the
discussion groups are facilitated by the interviewers, who enable participants to express
themselves and develop their views and ideas about the issues they feel important,
interesting or puzzling. Third, it provides an opportunity to examine how participants’ views
develop at an individual or group level over the course of the discussion groups.

3.2 The participants

Although not a ‘representative sample’ in gquantitative terms, participants in the
study were diverse in nationality, gender, age, “professional status”, education level and
Internet skills. Moreover, we tried to ensure a balance of all of these variables. In this
respect, the results from this study can be considered as meeting Mason’s (1996) concept
criteria of being ‘theoretically generalisable’. This requires that: 1/ that our sample of
participants is not specifically atypical (e.g. all middle class, or all men); 2) that the
analysis has been rigorous and systematic. Both conditions are verified here (see table 1
for the verification of the former criterion). In respect of these points, the findings
presented here can be taken as an indication of current young European (i.e. French,
English, Spanish and German) people’s attitudes towards online disclosure and
identification systems, although not the quantitative distribution of those attitudes.

Table 1 Repartition of population in Eurostat 2008 and in our study

France (%) UK (%) Spain (%) Germany (%)
Eurostat| Study |Eurostat| Study [Eurostat| Study [Eurostat| Study

Gender
Male 51 60 51 53 51 50 51 50
Female 49 40 49 47 49 50 49 50

Age

15-18 36 22 36 20 33 45 35 22
19-21 28 34 28 40 26 17 28 28
22-25 36 44 36 40 41 38 35 50




3.3 The focus groups

Focus groups ran for approximately one and a half hours and were conducted by a
qualified researcher specialised in qualitative research and/or in one of the topics studied (i.e.
ICT, privacy). All moderators used the same topic guide that had previously been
translated in the different languages. Participants (76 in total) were asked for their
views on the perceived advantages and disadvantages of elD technologies and for their
reactions to self-disclosure, security and privacy issues when giving personal details for
identification purposes. They were also asked about protection and regulatory issues. All
focus groups were audio and video recorded, transcribed and translated into English, in
order to make useful comparisons between the discourses. They were then analysed to
capture the key points, positions and opinions.

3.4 Data analysis methods

Two different kinds of analysis were carried out. First, we used a ‘classical’ content
analysis, the prime objective of which was to reduce the data, summarise and organise the
information according to the rules derived from existing theory. Content analysis consists of
discovering the main ideas and topics discussed by the participants which correspond to the
main important issues discussed. Then, a “discriminate” analysis was conducted to see if
some differences existed in the discourses of the participants according to socio-
demographic variables (e.g. according to their country of origin).

The data analysis methodology used here is based on the Statistical Textual
Analysis. Statistical Textual Analysis is itself based on lexicometrics, mainly used to count
words and forms. The basic hypothesis is that language levels and text structure can be
inferred from recurrent distributions of words. The use of statistical methods of textual
analysis offers an extremely rich exploratory approach, both for the comparative study of
texts and for the comprehension of the content. This type of application is well-established
and its effectiveness is widely acknowledged (Lebart and Salem, 1988). The textual statistics
are a valuable tool for the reading and comparison of the transcriptions. Their application to
the field of marketing and IS research emphasises their potential and the results that can be
obtained (Gauzente and Peyrat-Guillard, 2007).

Analysis of textual data is based on a multidimensional descriptive analysis of texts,
involving mainly factor analysis of correspondence and automatic classification, applied to
the lexical profiles of the texts.

Qualitative data analysis using specific software involves an interactive cycle of
reflection and innovation. As it permits the manipulation of the data more efficiently, the
purpose of such software is to help the researcher: 1/ to analyse data in a systematic and
thorough manner, 2/ to identify patterns and interconnections and 3/ to develop or test a
theory.

Computer programs for textual analysis are numerous. Alceste© was an obvious first
choice because this software is the most widely-used in the field of research (Reinert, 1986).
This program proceeds by studying the formal structure of the co-occurrence of the words in
a given corpus. In practice, a classification of the answers according to the similarities and
differences in the participants’ vocabulary is obtained. To complete the analysis and test the
stability of the results, WordMapper®© (GrimmerSoft) was also used, which offers a
complementary view of the clusters.

In summary, software packages such as the ones used offered following advantages:

- Speed: the speed at which such programs can carry out sorting procedures on a
large volume of data is remarkable. This allows more time to analyse the meaning of
the data, enabling rapid feedback of the results.

- Rigor: rigor adds to trust in the research findings. In the context, it has meant
counting the number of times certain words occurred as well as selecting anecdotes
that supported our interpretations.



- Sampling: as more time was spent on creative tasks, a stronger analysis was
developed. Descriptions and theories were used to strengthen the validity of the
views by ensuring that sufficient incidences had been sampled.

3.5 The quality of the results

Ensuring the validity of a research consists of checking the relevance of the results
(internal validity) and evaluating their level of generalisation to the whole population (external
validity). The internal validity relates to the adequacy (i.e. relationship) between the
observations (or results) and reality. It generally constitutes an advantage for qualitative
research as it is possible to control some bias (e.g. bias of history, maturation, or mortality)
and to corroborate the data and the results.

One way to verify the validity of the results consists of ensuring that the analysis is

guided by a theoretical approach. This is why Yin (1989)'s advice was followed, which
consisted of a systematic comparison between the empirical results and the theoretical
proposals resulting from the literature. Confirming most of the results found in this study.
The external validity generally constitutes a drawback for qualitative research as it is more
difficult to generalise the results than with quantitative research. One can only generalise the
results to contexts identical to those covered in the qualitative phase. However, these
contexts are often reduced. For example, in our analysis the context is limited to young
French, English, Spanish and German people corresponding to the profiles of our
respondents. Nevertheless external study validity amelioration is possible, by comparing the
results with the literature (Eisenhardt, 1989). This makes interpretation of the results in
different ways possible and allows the specificities of each interviewed individual or group to
be exceeded. The results can then be generalised to cover a wider population. The diversity
of the people interviewed (more than 70) in the study permits the possible generalisation of
the results to the young population of the 4 countries covered (with all the necessary
precautions).

Reliability consists of making sure that the research could be repeated by different
researchers at different times with the same results. This method of defining reliability
generally constitutes a drawback for qualitative research as confidence tests can not be
employed. Moreover, this type of research is seldom "replicable" under the same conditions.
There are several ways, however, to increase the "internal" research reliability. The first
consists of running the discussions by complying with the elementary rules of interviewing
(kindness, empathy, involvement, and sensitivity). This ensures that the data really
correspond to the participants’ thoughts. The second consists of ensuring that all
interviewers use the same techniques and maintain a high quality when interviewing. All
interviewers received an interview guide and detailed instructions' on 1/ the selection of the
participants, 2/ interviewing techniques and 3/ how to conduct the discussions. This was to
ensure that the interviewers all followed a similar procedure for recruiting the participants and
conducting the interviews. At the end, it seems that all the interviewers maintained a high
quality in their interviewing technique, if this can be judged by the similarity? of the results in
all of the countries. During the analysis, various rival explanations for the representations
described by the respondents were sought. Moreover, results were systematically compared
with the maximum number of possible sources, in particular the studies and surveys on this
topic. Finally, different kinds of analysis and software were used in order to ensure the quality
of the results.

! Giving instructions for foreign interviewers is@nf the ‘accepted’ methods for conducting cultupadlitative
studies from a distance (Jacob Nielsen 1993).
2 We refer here to the similarity of the resultshisir presentation (i.e. topics covered).



4. Main results
4.1 Perceived difference between personal data and identity

The discussions provide abundant details on how youngsters define identity and how
they manage identity and personal data online. For example, the young people interviewed
make a clear distinction between identity and personal data. Whereas personal data are
mostly considered as public data accessible to everyone, identity mainly relates to all the
personal data which can define a unique human being (e.g. civil status, ideology, personality,
physical characteristics, etc...). For example, some French and Spanish participants clearly
evoke this distinction between both concepts:

‘Identity refers to all characteristics, everything that able use to characterize a person, everything
that characterize a uniqgue human being'.
‘Personal data is the written retranscription of identity. Identity is more the being’
‘The identity stays at the level of the concept, at the level of subjectivity whereas personal data are
more an “objectivation” of this identity’.
‘Identity is more a relation of one person to another person. We discover someone’s identity
discussing with her; knowing her years after years. Conversely to personal data that are
eventually a few persons who regroup data they know about one person, who establish general
facts ... that are quite available to the knowledge of everybody'.
Some German participants also make ‘a difference between “real” online identities like those
on StudiVZ and make up identities which you find in games like “Second Life”.

The use of the data is consequently of high concern for the young European people as
identity is linked with a specific person and not to someone part of a marketing cluster.

4.2 Trust and risk perceptions about personal identity data management

The main drawbacks and risks perceived by the young European people surveyed in
relation to the personal data they disclose on the Internet mainly relate to the following
categories: identity theft and/or loss, loss of control (resale and reuse of information),
financial fraud, harassment (numerous spam and advertisements), monitoring and loss of
freedom. Here are some sentences focusing on these risks as perceived by youngsters:

‘.. to be scared of having thousands of spam on our mailbox. | didn't want to ... that one of my
email account’s ends up being full of arriving averts so that made me decide to use another one’.
(France)

‘I remember ordering flowers for my girlfriend two years ago and it has been for two years that |
have received their email every week. | remember | said “No | don’t want” but they keep doing it”.
(England, Harassment)

" | think probably the biggest risk would be somebody tapping into a bank account and taking
money ... fraud’ (England)

“I am afraid that my data could be freely accessible to other companies and could be misused”.
(Germany)

It is mainly that | feel too much controlled and monitored. | just want to be free and in the case that
I do not want to give my data away | want them to be safe. And | do particularly not want the state
to have these data” (Germany).

We should also take note that some people consider that there is no real or important
risk or that these risks can be easily controlled.

‘I'm not scared that my information will stand out. We know that yes we are taking risks, our
information will be used for brands or for marketing surveys but finally ... we accept it. Well it is
how | accept it, | give my information, | know it will be used'. (France)
‘| think you have to weight it up, what is the likelihood of something happening? | have never
heard of anyone having a bad experience. On the news, but not any friends’. (England)
‘I am quite accepting the risks because | think it is all personal choice. You could live a life without
the Internet if you really wanted to ... If you want to use it | think you have to accept the risks really
if you want to use the facilities’.



Globally, young European people have two main concerns in relation to the adoption
and use of identification systems. These mainly relate to the use of personal data (privacy
concern) and to the security of these systems (whether financial or technical). People seem
to doubt frequently whether they can trust the organisation requesting their data and
consequently use some criteria - such as logos and past experience with the site - to
reassure themselves and to judge the trustworthiness of the other party. They also tend to
have more trust in sites/organisations with higher reputations.

‘I do not hesitate at all when buying goods from private companies and giving away my data. The
reason is that serious companies want to treat me like a customer. Any other small company with
a bad reputation would make me feel more uncomfortable.” (Germany)

As a consequence, to help people disclose data in a trustful way and encourage them to use
elD system, the following recommendations - for both authorities and practitioners - emerge:
- limit the information asked and avoid asking sensitive data such as data in relation to
health or finance (unless it is really compulsory for the transaction to be made)
- permit a clear identification of the organization — whether public or private — asking
and/or using the personal identity data
- adapt the way the data is requested — whether online or on face-to-face interviews -
to the target and to the sensitivity of the information
- secure the systems
- offer guarantees and reassurance by using fair information principles (logos,
pictograms, privacy notices, ...)
- adapt the regulatory framework to the specific needs and problems of the target and
clearly inform/educate the citizens on the rights given by this regulation
- ensure freedom of choice and data control
- help everyone (citizens, companies, states) take ones own responsibility in data
(mis)use

4.3 elD systems awareness

Whereas most young people talked about the advantages and drawbacks of the
Internet, few have any idea of what elD consists. Moreover, although some are aware of the
existence of electronic cards and passports, no one in the study had ever applied this
technology. That is why discussing their motivations and perceived risks of adopting such
systems was quite difficult for the participants. However, all were able to discuss the
motivations and risks linked to the collection and use of their personal data for identification
purpose and clearly request a better control on future personal data use. A German
participant for example evoked both the advantages and drawbacks of a health insurance
elD card:

‘Generally speaking | do not care whether my data is saved on a chip, as long as | can voluntarily
decide who can read the data. Otherwise | do consider it a safety hazard. Coming back to the
saving of data on identity cards, right now there is a discussion going on about saving data on
your health insurance cards. And | think that this system might have a lot of advantages, since e.g.
taking multiple x-ray pictures, etc. can be avoided with this kind of system. However, it is only a
good solution if the data are saved locally on your card but not on a centralized system’.
Other participants insisted in the multiple risks with this system especially as it concerns very
sensitive data:
‘For me it is rather a question of who can read and get the data. And since medical data is more
sensitive than a finger print | have great concerns about the risks’.
‘An example might be that a health insurance company has access to the data about our health.
This creates a chance to misuse the data to, for example, exclude people from health insurance
because of their increased risk of getting an illness’.
Whereas most participants recognise the high risks of elD technologies as personal data can
be stolen or misused, some however recognize that it will be difficult not to use such systems
if you don’t want to be excluded from the digital society:



‘This discussion is about whether electronic identity cards should be introduced. This however
seems to be too risky in my opinion. | would be afraid that much data could be stolen and
misused. | do not see however any problem in saving details like my fingerprints on my passport’.
‘| think it is very difficult not to use the modern identification technologies. If you did so you would
exclude yourself completely from the use of the internet'.
The results were thus useful to obtain people’s impressions about identification systems in
general, although not always clearly linked with a specific elD technology (e.g. biometrics,
RFID or electronic cards/tokens...).

4.4 Control, protection and regulation in relation to privacy

Knowing the importance of risk and the lack of trust evoked by the participants, the adoption
of identification systems requires 1/ more control on the use of personal data and 2/ better
protection against possible misuse. However, whereas European legislation could be an
efficient protection tool, few young European people seem aware of the legal protective
measures offered and many seem sceptical concerning the efficiency of such legislation. And
this is almost true in the four countries surveyed. Below are some examples of sentences:

‘I don't think there are any laws from the European Union. | imagine there are but they are not

enforced. The Internet can't really be enforced’. (England)

‘I don’t know about the specific legislation but | know that information online in controlled. For

instance, talking about mails, if you send a message containing the words “bombs, fatal and

tower”, this mail will be controlled’. (Spain)

‘| think it is pretty clear to everyone that there is a Data Protection Act. But | think that nobody

really knows the exact regulations of this law. This is something for jurists and lawyers'.

(Germany)

‘| think it is good that there are regulations and laws that protect consumers. Which regulations

there are exactly? | do not really know, though'. (Germany)

‘Legislation should exist before the problems appear and in fact it is always the other side and

therefore legislation always arrives too late’. (Spain)

One participant evoked the digital divide as regards need for better control and regulation:
‘Well, in these things, security and privacy are not guaranteed, but | think the perception depends
on the age. For instance, at the moment, | am an adolescent and | don’t want to be controlled but |
know once | become a father | would like to control my children’ (Spain)

Some participants also notice the limit of national or regional regulatory framework such as

the one proposed in EU27:

‘Law is a geographical characteristic. The Internet ... it's worldwide. So there is probably some
kind of interaction that needs to be done and all hasn’t been done’. (France)

‘| think the implementation of such laws will be difficult since we are talking about an international
context e.g. talking about the Internet’. (Germany).

Globally, findings point to an overall negative perception of the authorities by the participants,
confirming results obtained by Backhouse and Halperin (2007). The vast majority of the
respondents do not trust the public institutions; they are seriously critical about the
competence of the authorities, and are dubious about their ability to handle personal data.
Some participants are suspicious of the authorities misusing their data (mainly in the French
sample), whereas others have more trust in public authorities than in private companies:

‘For example, when they make surveys on how much time you watch TV, if you write 30 hours per

week and you declare that you don’t pay the TV licence fee. | think that if the state collects this

information and comes to you the next day, it is an intrusion in your private life’.

‘Personally, | think that it is even worse to the State because there is a risk of occupation from the

political parties’.

‘| rather gave my data to public authorities than to private companies. | think that both aspects are

of great importance. On the one hand the disturbing phone calls, spams, etc. and on the other

hand the argument that my data could be in the hands of someone who misuses it'.

‘| felt safer giving my data to a public authority than to a private company. This thought however

was based on the assumption that | thought private companies might have rather more reason to

misuse my data.’



It seems thus very important for the authorities — both at the EU27 and at a country level - to
communicate more efficiently concerning this legislation, so that the citizens are informed
and reassured about the protection offered. Some participants propose for example that the
legislation be taught in school:

‘I think it should also be taught in school, since it is increasingly important in today’'s life.

Unfortunately most people are not well informed enough.’

‘l think it should not be so difficult to inform pupils also about the Data Protection Act. It's already

obligatory to study the basic Constitutional Law’.

Yes, | think the State has the duty to inform its citizens. This might already take place in schools’.

4.5 Similarities and differences in public perceptions

This part is concerned with the presentation of the main similarities and differences
between the countries. Measuring similarities and differences in the public perceptions is an
important step in a study such as this. As the people interviewed come from different
countries in Europe (and these countries come from the same EU27 regional block: the west
of Europe), studying the cultural similarities and differences constitutes an important focus
point (Almeida, Pais & Formosinho 2009).

Globally, in each country the main topics evoked by the participants relate to:
- Informational privacy (i.e. collection and use of personal data)

- Security and protection

- Risks attached to the (mis)use of personal data and identity

- Control and regulation

Findings also show that: 1/ the risks relative to the adoption of new elD technology are
particularly linked with security (e.g. prevention of fraud) and privacy (protection of personal
data) 2/ most users require specific protection in order to counteract these specific perceived
risks, whether offered by the technology (e.g. passwords) or by the law/police. However, a
general scepticism was found in all the countries concerning the capability of the public
authorities to regulate the use of personal data in general and of elD systems in particular.

Despite these similarities, there are also differences between the people that deal with:

- The importance of identity and privacy

- The level of awareness concerning elD applications and specific legislation

- The importance of control and security measures

- The level of trust accorded to public and private organisations in dealing with the data

- The role of public authorities in ensuring protection of personal data

Table 2 hereafter, shows the main vocabulary3 used by the participants in each country.

This table shows that the French participants interviewed mainly focus on identity and
personal data (collection with questionnaires and use of). This importance of identity is also
seen in the Spanish sample which mainly focuses on identification (e.g. identified/identify).
The French also evoked the importance of the relationship between people, the user and the
organisation which collects the data. This importance of the relational aspect can also be
found in Germany where the participants mainly evoked the importance of a “network”.
Although both French and German people insist on the importance of the relationship, the
Germans also evoked the importance of a guarantee (e.g. insurance, reputation) which
should mainly come from the government (e.g. authorities, regulation). Whereas this
regulatory aspect is not evoked in the French sample, it also appears in Spain (e.g.
legislation, institution) and in England (government, police). German people also evoked the
potential risks incurred in using new technologies (e.g. afraid, misused) and insist on the
importance of security measures (e.g. safe/safety).

® Results are given alphabetically and not accorttirthe importance of the word.



Table 2 Main vocabulary used in each country

FRANCE ENGLAND SPAIN GERMANY
- bank
- cautious
- compromised - card - afraid
- disadvantage - confident - authorities
- European - controlled - (phone) calls
- identity - Facebook® - credit - company
- information - fraud - freedom - data
- personal - government - identified/identify - insurance
- questionnaire - hacked - institution - misused
- relation - passport - legislation - network
- password - lie - regulation
- police - privacy - reputation
- risk - technologies - safe/safety
- trusted
- worried

England and Spain both evoked the problems/risks of online banking and payment.
But whereas the English people seem quite concerned by these problems, the Spanish seem
more confident (e.g. confident, freedom). Despite this trust however, the Spanish are the only
Europeans who spoke privacy (i.e. protection of personal data) and the possibility of lying.

Finally, the potential risks incurred in using ICT and elD systems in particular are
mainly underlined by the English people (e.g. compromised, disadvantage, fraud, hacked,
risk, worried) who thus insist on the protection measures needed to lower these risks,
whether offered by the government (e.g. police) or technology (e.g. password).

Globally, we can see that each country can be close to or different from another
country depending on the topic studied. Indeed, the answers from the French and German
samples were similar for the relational aspect (i.e. creation of a network) and different for the
necessary involvement of public authorities. The same is true for England and Spain, their
perceptions being similar for the issue of online banking and online payment security and
different for the level of trust/confidence and the issue of privacy.

4.6 Comparison of both analyses

In order to ascertain the quality of the results the two programs (Alceste® and
WordMapper®) are compared. If the main conclusions obtained with the first software are
confirmed by the second, the validity of the results will be ensured as the triangulation of the
data - whose merits are advocated by several qualitative researchers (e.g. Eisenhardt 1989,
Nau 1995, Tashakkori and Teddie 1988) - will be guaranteed. If this is not the case, any
conclusions drawn from the data will have to be considered with caution.

Table 3 hereafter shows the results obtained in both programs and can easily compare them.



Table 3 Comparison of countries’ differences found

in Alceste © and WordMapper ©

ALCESTE®

WORDMAPPER®

FRANCE

- Values the privacy and security of their
data

- A bit pessimistic concerning the
control they have over their personal
data

- Do not seem to believe that the
authorities can protect them efficiently

- Seem quite unaware about the
existence and characteristics of elD
systems

- Mainly focus on identity and personal
data (collection and use of)

the
and

- Importance of
between the user
collecting organisation

relationship
the data

- Regulatory aspect is not evoked in the
French sample: seem less concerned
by regulation and public intervention to
regulate the use of data and elD
systems

ENGLAND

- Very cautious about the use of their
data and seek signs that can reassure
them before self-disclosing

- Seem quite aware about the existence
of elD systems and about their
advantages and disadvantages

- Quite concerned by these problems

- Underline the risks incurred in using
new ICT in general and new elD
systems

- Insist on the protection measures
needed to lower these risks, whether
offered by the government (e.g. police)
or the technology (e.g. password)

SPAIN

- Seem quite insecure concerning the
security of their data

- Find that the collection of data is now
more (and too) systematic and that the
legislation has to adapt to this evolution

- Value all the advantages of the
Internet and find that it is a good way to
communicate with others although the
communication becomes more
impersonal

- Seem more confident (e.g. confident,
freedom).

- Speak about privacy (i.e. protection of
personal data) and evoke the possibility
of lying

- Mainly focus on identification (e.g.
identified/identify)

GERMANY

- Value the Internet as a communication
tool and a way to build a social network

- Very concerned about the (mis)use of
their personal data (reported cases of
fraud)

- Differentiate between public and
private organisations

- Do not seem really aware of the
regulatory scheme that exists in Europe
and seem (quite sceptical concerning
the abilities of the governments to
regulate the Internet

- Will adopt new elD systems only if
they can control the use made of their
personal data

- Mainly evoke the importance of a
“network”

- Evoke the risks incurred in using new
technologies (e.g. afraid, misused) and
insist on the importance of security
measures (e.g. safe/safety).

- Evoke the importance of guarantees
(e.g. insurance, reputation) which
should mainly come from the
government (e.g. authorities, regulation)




This table confirms that the results are quite similar for both analyses and thus the
quality of all the outcomes of this study is confirmed. Below these similarities are detailed.

With Alceste®, young French people seem quite pessimistic concerning the control
they have on their personal data. They value the privacy and the security of their data but do
not seem to believe that the authorities can protect them efficiently (they almost never talk
about the authorities and do not evoke the laws that should protect them). This result is
confirmed with WordMapper® as no word linked with regulation and authorities was found in
the main vocabulary used by the French people.

Alceste® also found that, unlike the French, the young English seem quite aware
about the existence of elD systems and about their advantages and disadvantages. This
result is also confirmed by WordMapper® as many words linked with risks and technology
were used in the English sample (e.g. compromised, disadvantage, fraud, hacked, risk,
worried).

The Alceste® analysis concludes that the young Spanish people seem rather more
confident (than the young people from the three other countries) concerning the security of
their data. This report is also confirmed by the WordMapper® results as the Spanish were the
only people who evoked the words “confident” and “freedom”.

That young German value the Internet as a communication tool and a way to build a
social network was founded in both results. Both software packages also found that young
Germans identify a real difference between public and private organisations concerning the
use of personal data. In both results, German people evoked the intervention of public
authorities to regulate the use of new technologies but it seems quite difficult to conclude
whether they value public intervention or not.

5. Conclusion

With these results that have proven high convergence with both methods used, a
conclusion can now be made with implications, some limitations and perspectives of future
work on this topic.

5.1 Implications

The study is expected to have significant scientific, pragmatic and policy implications.
In an academic point of view, the results confirm most conclusions mentioned in the literature
on this topic. However, several differences with previous studies have also been found which
call for deeper analysis of motivations for and risks of 1/ self-disclosing and 2/ adopting elD
systems.

The discussion groups first confirm the importance of risks. Young European people
mainly evoked the security and privacy issues and confirm that they fear that someone may
use their data without their consent. Other top perceived concerns refer to 1/ the risk that the
data could be accessed by people other than those who are authorised to do so and 2/
identity theft, which is particularly important when speaking about online commerce and
online banking. As a result, young people are waiting for better control and particularly ask
for more information concerning who uses their data and to what extent. However, the results
also confirm the importance of privacy paradox: consumers at the same time declare that
they value they privacy and do not seem to actively incorporate privacy concerns in their
behaviour (Awad & Krishnan 2006).

A significant contribution of this study that is not deeply discussed in the literature
deals with the different sources of trust, whether public (offered by the regulation), private
(associated with the company offering the service), from peers (i.e. WOM: word of mouth) or
linked to the technology itself (Internet and the elD systems). However, most previous work
only/mainly focuses on one source of trust, mostly private or public ones (e.g. Backhouse
and Halperin 2005). These outcomes therefore offer some opportunity to complete the
literature by adding to existing models different kinds of trust sources and different kinds of



perceived risks. It will then help to identify the relative importance of those risks and trust
enablers in affecting the intent to self-disclose online and to adopt identification technologies.

Finally, the results confirm and complement the conclusion of the literature
concerning cultural specificities. Although attitudes are quite similar on some topics (e.g.
identity, elD systems and regulation) through the four countries surveyed, young people have
specific perceptions depending on the European country where they live. One reason is that
although there are countries from the same geographical area and with the same data
protection law (Directive 95/46/CE, for the protection of personal data), they don’t have the
same level of Internet and elD technologies penetration.

For practitioners, our results show a general non knowledge concerning existing elD

systems and a doubt concerning the capability of institutions to manage those systems and
to offer adequate protection against security and privacy breaches.
However, more knowledge of and familiarity with those new electronic identification systems
— through communication/adverts and tests - may build up credibility and acceptance that
could be used as a stepping stone to enhance trust in these technologies and thus facilitate
their adoption and diffusion. Incentives and clear advantages must be proposed and
advertised in order to accelerate the development of trust. The technology itself can also
enhance trust by offering users real control over the use of their identity and their personal
data. The attribution of labels may as well contribute to building a climate of trust by providing
guarantees to end-users.

For policy makers, the results both show a clear benefit to act and some difficulties to

overcome.
Our study first confirms that the young European people are quite unaware of existing laws
on data protection and of the rights these laws give. This point should be addressed if those
new elD systems are to be implemented with success. Hence, whereas those laws exist,
policy makers should inform the public about their existence and integrate this information
into the education process.

The second obstacle is linked with government untrustworthiness. People want to be
safe, but they are wary of governments. Young people do not trust governments but expect
them to act.

The third issue deals with gaps and divides in the European population (and even in
the youth category itself), whether at the cultural and digital levels. As digital culture and
behavioural attitudes vary across EU member states, global policies are not always
sustainable although highly desirable (Compano and Lusoli 2009). There is for example a
difference between Spain and Germany in the perceived ability of public organisations to
manage identification technologies and in the need for repressive laws. These results
suggest that elD implementation must be very specific to each country or regional areas.

5.2 Limitations

The first limiting factor of this study deals with the sample which is only composed of
young people. Although they are the future web users, they constitute a specific part of the
population particularly Internet minded. A broader view of all the populations around the world
with different cultural, regulatory and IT backgrounds (diverse nationalities, all ages and both
highly skilled and lesser skilled) would be highly desirable although difficult to obtain.

The second limiting factor of this study is linked with the - qualitative - method chosen
which is mainly focused on motivations, risks and needs and don't really permit to see the
links between all the interesting variables. Additionally, the results are not really
“generalisable” as the population interviewed remains relatively small in comparison with
quantitative surveys.



5.3 Future work

There is consequently a need to understand more deeply people’s perceptions and
real behaviours in order to identify ways to enhance the implementation and adoption of
such identification systems. Further investigation is required to identify value-added
services that may improve and facilitate daily life, at a minimum cost.

This will be done in 2 ways.

Firstly, a second qualitative study with 7 EU27 countries from different regional blocks
will be run to better understand Europeans practices, attitudes and policy preferences as
regards personal data identity disclosure, with a view of directly assisting policy formulation and
consensus in this area.

Secondly, a final questionnaire for a EU27 survey on this topic is being processed
that has already been tested in 4 EU countries (Lusoli and Miltgen 2009) and should be
conducted later in the year.
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