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Résumé : Avec I'introduction des médias numériques, des réseaux et le développement de la société de I'information, la
gestion de I'identité est devenue un enjeu majeur aux implications importantes. La gestion des identités est une stratégie
complexe dans laquelle les individus, les organisations et les gouvernements s’engagent mutuellement. Dans tous les
secteurs de I"économie, il devient nécessaire de bénéficier de moyens efficaces et sécurisés de garantir I'identité des
personnes souhaitant accéder a un service, et ce de maniere électronique. L’identification est le processus par lequel une
entité est reconnue et son identité est clairement établie. Parmi les technologies actuelles en matiére d’identification
électronique, la RFID ou la biométrie sont parmi les plus connues. Les recherches menées sur le sujet, notamment dans
les domaines technologique, économique, social et [égal ont apporté des éléments importants pour le développement de
ces techniques. Un aspect majeur a toutefois été négligé jusqu’a présent : I’étude des déterminants clés a "adoption de ce
type de technologies par les consommateurs-citoyens. Ce papier cherche a combler ce manque en investiguant les
déterminants a I'adoption de services basés sur une identification préalable. Un cadre conceptuel basé sur le célébre
modele TAM et la théorie de diffusion des innovations est proposé qui inclut de nouveaux déterminants individuels a
I’adoption de ce type de services: les risques percus, la préoccupation pour le respect de la vie privée, I'innovativité et la
confiance.

Abstract: With the introduction of digital media, publicly available networks and the development of the Information
Society, identity has become a pressing contemporary issue with wide ranging implications. Identity is a complex concept
and a problematic issue, in which states, businesses and the public engage. All sectors — whether public or private- are
thus requiring increasingly efficient and secure means with which to identify the people behind transactions and to
authenticate their identity, especially electronically. Identification is the process whereby an entity is recognized and its
identity established. RFID and biometrics are some of the most famous new means of electronic identification (elD).
Studies covering technological, economic, social and legal aspects of identification systems, have provided some
concrete support to the development of these tools. However, one key aspect for the adoption of elD has not yet been
widely studied, if at all: the key determinants of the individual’s intentions to adopt such services. This paper aims to fill
this gap by investigating key determinants of people’s intent to adopt new identity-based services. A conceptual model
based on TAM and DOI theories is proposed, including other individual determinants of technology adoption such as
perceived risks, privacy concerns, innovativeness and trustworthiness.

Caroline Lancelot Miltgen

Faculté de Droit, Economie et Gestion
Université d’Angers
caroline.miltgen@univ-angers.fr

This study was funded by the European Commission IPTS (Institute for Prospective Technological Studies) Joint
Research Centre: EC JRC Contract IPTS n° 150876-2007 F1ED-FR (December 2007 to November 2008, budget: 57000

Euros) with Caroline Lancelot Miltgen as the research project leader in the University of Angers (France).

© 2010 by Caroline Lancelot Miltgen. All rights reserved. Short sections of text, not to exceed two paragraphs, may be quoted

without explicit permission provided that full credit, including © notice, is given to the source.

© 2010 by Caroline Lancelot Miltgen. Tous droits réservés. De courtes parties du texte, n’excédant pas deux paragraphes,

peuvent étre citées sans la permission des auteurs, a condition que la source soit citée.



Adoption of new identity-based services:
Proposition of a conceptual model based on TAM, DOand perceived risks

1. Introduction

With the introduction of digital media, publicly aNable networks and the development
of the Information Society, identity has become@sping contemporary issue with wide ranging
implications. Information Technology has revoluized the gathering, processing and use of
identity information since more data can be co#ldctstored and processed into usable
information. Governments and commercial organizetiare responsible for increasing assaults
on people’s identity boundaries. Moves towardsrdarimation Society have thus, in most cases,
enhanced the central problem of control over actesdentity information. This is particularly
true in Europe as Information Communication Techggl (ICT) has been identified as a key
vector for economic development, privacy being yakaropean citizens’ right.
Identity is a complex concept and a problematinass the activities and relationships in which
states, businesses and the public engage. In titextaf information systems, identity can be
defined as & set of information about an entity (a person)tttdferentiates one entity from
another similar entity, More precisely, an electronic identity can befinked as “aunique
identifier for an individual which can be stored am electronic forrh In everyday life, one
consistently has to identify oneself. Identificatis the process whereby an entity is recognized
and its identity established. It can be defined dset of approaches, mechanisms and processes
involved in the disclosure of identity information the course of an interaction”. More
particularly, an electronic identification (elD)stgm can be defined aa §ystem employed by an
organization (e.g. a business or a government)ttierissuance and maintenance of electronic
identities of individuals Today, identification of someone mainly occurghw 1) what he/she
knows (e.g. PIN and passwords ...), 2) what he/slse(bdg. tokens, elD cards ...) or 3) how
he/she is and/or behave (e.g. appearance or phgkaacteristics mainly known as biometrics).

For businesses, identifying consumers is both egjredlly important and challenging.
Important because customer information is todayagonmsource of added value for companies
(Mason 1986, Glazer 1991). However data collect®mrhallenging and far from obvious to
manage. Many consumers are concerned by theirgyriflam 2003, Lancelot Miltgen 2009).
Firstly, due to the feeling of intrusion into onegimacy and/or the dislike of self disclosure
(Cespedes and Smith 1993). Also, due to fear afdtssequence and in particular of an abusive
use of the information they have agreed to proy@enor and al. 1999). This subject is even
more important on the Internet which is known ta@etbate privacy concerns and thus increase
apprehension concerning self-disclosure (Richa@®s' L

Governments are also increasingly required to ecebralectronic means of
communicating with citizens. With the evolution thditional government proceedings to
eGovernment services, the remoteness of the usenndlly over the Internet) produces a strong
and obvious requirement to ensure the persons tisingervice are indeed who they say they are,
and that they are fully entitled to the benefitd aarvices they are using.

The public and the private sectors thus requirecemingly efficient and secure means to
authenticate the identity of the people with whilbhy are communicating. RFID and biometrics
are some of the most famous new means of iderttditaHowever, all these identification

! This study was funded by the European Commisgiis| (Institute for Prospective Technological Stapigoint
Research Centre: EC JRC Contract IPTS n° 150878-Za&ED-FR (December 2007 to November 2008, budget:
57000 Euros) with Caroline Lancelot Miltgen as tegsearch project leader in the University of Ang&rance).



technologies seem to bring as many benefits andcssrto the citizens (e.g. saving times and
effort and allowing for convenient and tailoredwsees) as they bring threats and constraints (e.g.
privacy intrusion and dataveillance). Thus, onetltd aims of this study is to identify the
antecedents of identity-based services adoptiod, tanpropose some new or less studied IT
adoption antecedents such as associated perceied r

In this research, the relationship between willegs to adopt new electronic
identification means (such as for example biometrir RFID technologies) and key
determinants with which to do so is examined. Tloeeea construct is to be sought that would
allow us to predict whether a proposed IT innovaiielD systerf) may be accepted or rejected
by the user population, which consists of Europeansumers and/or citizens. To date, most
studies of IT adoption have focused on the TAM nhagteon further improvements and/or
extensions of this model (e.g. TAM2 and Unified dheof Acceptance and Use of Technology
models). A new insight into the IT adoption litens is proposed, by adding two important
determinants to those related to the initial TAMdab perceived compatibility (from DOI
theory) and perceived risks, these two componéeiniselves determined by individual variables
such as innovativeness, trustworthiness and prigangerns.

In the following section, prior literature is rewied and justifies why the TAM model is
still useful but not sufficient enough to explaietvariable ‘adoption intention’ of new electronic
identification systems. The hypotheses are theoudgsed and the theoretical model proposed,
followed by a presentation of some methodologisalies with regards to the sampling and the
concepts’ measurement. To conclude, this papeshias with a discussion of some managerial
and theoretical implications, as well as directitordurther research.

2. Prior literature

This research is concerned with what motivates jgean citizens’ potential adoption of
futuristic and simulated electronic identificatioechnologies, provided by unknown public or
private service providers. Individuals’ possiblepeghensions when using such technology are
particularly considered, by measuring their peregivisks of (mis)use. A study into how
individuals adopt and/or use elD systems wouldrbelaal complement to this work, once these
technologies are in current ue.

The technology acceptance model (TAM) (Davis 198fyis, Bagozzi and Warshaw
1989) provides a conceptual framework for this gtdtAM is a useful model as it suggests the
belief-attitude-intention-behavior causal relatioipsto explain and predict technology (here,
elD) acceptance, among potential users. Since atl/ &onception, there have been many
improvements and/or extensions of the TAM modebh.(6lAM2 and Unified Theory of
Acceptance and Use of Technology models) as welbthsr models which also took into
consideration the technological elements (e.g. Taéskhnology Fit model, Goodhue and
Thompson 1995). However, with the technologies his tstudy (future elD systems), the
identification /judgment by people would be reallijficult. For example, the potential output
quality of the system (one additional variable frimea TAM2 model) or the task technology fit
(one variable from the Task Technology Fit modeduld hardly be evaluable. Although being
an interesting variable from the UTAUT model (Vetdsh et al. 2003), the ‘facilitating
conditions’ construct —which refer to the degreewhich an individual believes that an

2 An elD system will refer to a combination of amekchnology and a correspondent application (ppéndix A).
% Although the technology already exists, the agiims that are studied in this paper have not lbeseloped yet
for the general public.



infrastructure (organizational, technical...) exisd support use of the system- would also be
difficult to measure for the same raisons propcasale. Moreover, simulated elD systems with
no specific service provider are studied (the pterwill only be identified by its ‘category’, e.g.

a company, a library ...), which will render the putel support very difficult if not impossible

to evaluate. Despite its simplicity (which can alsoconsidered as parsimony) and controversy
(some authors consider that TAM neglects some itapbfactors of IT adoption such as social
influence), the TAM model as a theoretical basistfos research will be thus considered. This
model is well adapted for use here as it has beseldped for systems in which technology
usage is voluntary, which is the case of the etibrtelogies tested in this research. Additionally,
because TAM seems to neglect some individual fadteat could influence user preferences in
the adoption of the technology, many individualiahles will be included in our conceptual
framework that will be presented latter in this @ag-inally, although the TAM model has been
developed in an intra-organizational context, & hiready been tested in other contexts (e.g. e-
commerce) and with a public of non-workers (e.gzens, students...) (Liaw 2002; Ruiz-Mafé
et al. 2009; Padilla-Melandez et al. 2008), auttiog its use here, in a study targeting
consumers and/or citizens.

Despite the robustness of TAM however, some reBeescsuggest that other variables
such as trust (Suh and Han 2003; Pavlou 2003; Bediket al. 2003; Chen and Tan 2004; Gefen
and Straub 2003) and adoption characteristics (Blaod Benbasat 1991, Venkatesh and Davis
2000; Carter and Belanger 2005; Yi, Fiedler andkP£06,) may influence attitudes toward
using a technology more than usefulness (PU) asd eause (PEOU) (Van der Heijden and
Verhagen 2004, Ha and Stoel 2008). Our proposiisomhus to include new potential elD
adoption drivers in addition to the TAM concepts.

We first present the elD technologies and applbecetithat will be of interest in this
research. The technology adoption model (TAM) wh&based on TRA and TPB models [2.2]
will then be examined. The Diffusion Of Innovati@OI) theory will also be detailed in order to
evaluate the effect of adoption characteristicsmiliingness to use new technological system
such as elD [2.3]. Variables such as perceived thegaonsequences of the innovation (Larose
and Rifon 2007) will be included as well in our rfrawork [2.4]. Finally, some possible
individual antecedents will be presented [2.5].

2.1. The electronic identification (elD) systems
2.1.1. Technologies for identification and authenticatadrpeople

One of the aims of this research is to better wtded the factors that can lead to a wide
adoption of a new electronic identification (elDystem. Understanding technology and its
weaknesses/potential risks avoids barriers to thaption of the system (Elliott, Birch et al.
2007). People often use diverse identificationtsgias to identify themselves, depending on the
context and on the organization asking for thegnitty. There is indeed no single “best”
technology for automatic identification/authentioat Understanding the advantages and the
drawbacks of each elD technology, as perceivedhbycttizens, is important both for systems
developers and for governments who want to implénsrch systems in their country.
Furthermore, many identification technologies atgrently under development which may
change the landscape of identity management inngee future, on one hand facilitating



automatic identification and on the other raisimga@erns about potential privacy abuse. Below
are presented some identification technologieswiibbe of interest for this researth

In knowledge-based identification systems, peopég tme recognised by demonstrating
that they are in possession of information whicllydhey would be expected to know. The
PIN/Password is a well established method for auitation of people. This widely accepted
and cost-effective technology is the most typicalywof authentication, however it is not
considered sufficient for some ID management systefnmain drawback is the way users
manage their passwords, often sharing them witargibople or keeping them in an unprotected
way. For systems with high security requiremenniks, internet banking, single-use passwords are
therefore often used (Smith 2005).

A Token is a physical device which serves to confine identity of a person through the
‘object possession' mechanism, usually taking tne fof a credit card. A contact card with
electronic chip is the next generation of cardsme@ 'smart cards', which, although not
invulnerable, allow the development of very effeetsecurity measures. Contactless cards are
used for example for access control to company isesmor for payment in public transport.
Although the main advantage for the user is in@da®nvenience(it is sufficient to bring it close
to the reader), there are a number of privacy awlrgy issues, which are the subject of
intensive research in the fields of encryption &rtvacy Enhancing Technology (PET) (like
anonymization) (Rotter 2008).

Biometrics is a physical or behavioural featureaoperson which differs for different
people, therefore enabling recognition and autbatiin of people. The biometric technologies
already in use for the identification of people:deee recognition, fingerprints, iris recognition,
hand geometry and voice recognition. For a largeé giathe population, these technologies are
however regarded as highly intrusive forms of sillavece (Andronikou, Demetis and
Varvarigou 2007). According to Uludag and Jain @0@he security issues regarding biometric
implementations are much more complex than witleotit systems. In the case of biometric
encryption (i.e. merging of biometrics with cryptaghy), the system aims to protect sensitive
data and hence acts as a PET (Tomko 1998). Thosielics can simultaneously act for and
against privacy and it is the security of the whgJstem which leads to potential privacy risks or
protection. For the purpose of this research, tli2 technologies that will be studied are:
PIN/password, token and biometrics (see Table 4goted later in the paper).

2.1.2. Trends in the use of technologies in e-itkeapplications

Until now, the most important applications for elfystems included access for
transportation channel, entering public or privébeations, crossing national borders and
accessing e-administration or e-commerce servioe$e financial sector for instance, by using
privacy-enhancing identity management solutiongnment instruments can be designed without
the need to reveal the person’s identity. In thaltheare sector, new elD systems help ensure
that personally identifiable health information psotected and used only with the patient’s
consent and for his or her own benefit. The needédatify and authenticate a person during an
e-commerce transaction is also obvious. Many imgmoents have been made recently to secure
transactions and payments in the online environméoivever, consumers’ negative perceptions
of credit card security, vendor trustworthiness gmivacy protection remain an obstacle in

“For a whole overview of elD technologies and agpians, see IPTS reports (http:/ipts.jrc.ec.eurepi.



conducting business online. Applications such & @&@uld enhance trust in e-commerce and
thus increase online purchase rates. ConcerningpubBc sector, e-governments also promise
enormous savings for public administration andzeits. According to Carter and Bélanger
(2005), e-government increases the convenienceaaoessibility of government services and
information for citizens. Most of these servicegaéhe people to identify themselves and new
elD systems can enhance this process by providioge rconvenient and secure identification
means. However, there is substantial evidencedgesi that, over the past decades, people have
become less trusting globally, specifically of t@vernment (O'Hara 2004, O'Neill 2002). The
current culture of distrust and suspicion among peulation is thus one factor that could
shorten the implementation of elD schemes. Forpingose of this research, the main elD
application areas to which this paper will refex access control to: 1/ shared information spaces
(such as social networks or virtual worlds), 2/ otenservices (like banking, e-commerce or web-
based applications for e-government services) amdremote services available when the user is
physically presented (see Table 1)..

2.2. The Technology Acceptance Model (TAM)

The Technology Acceptance Model (TAM) (Davis 1988yvis, Bagozzi and Warshaw
1989) is an adaptation of the Theory of ReasonetioAqTRA) (Fishbein and Ajzen, 1975)
specifically tailored for modeling user acceptantenformation systems. The origin of the TAM
model is that computer systems cannot improve azgdanal performance if they are not used.
Unfortunately, resistance to end-user systems byagexs and professionals is a widespread
problem. The goal of TAM is thus to provide an exytion of the determinants of technology
acceptance. The results of studies using the TAdgest the powerful capability of the model to
determine user acceptance, with practical valueef@uating systems and guiding managerial
interventions aimed at reducing the problem of unded technology.

According to TAM, perceived usefulness (PU) andcpered ease of use (PEOU)
influence one’s attitude towards a technologicaktey, which in turn influence one’s
behavioural use intention. PU is ‘the degree toclwha person believes that using a particular
system would enhance his or her job performancel, REOU as ‘the degree to which a person
believes that using a particular system would lee fof effort’ (Davis 1989). Moreover,
perceived ease of use is believed to influencegpezd usefulness, as the easier a system is to
use the more useful it can be. These construdectefsers’ subjective assessments of a system,
which may or may not be representative of objecteadity. These two constructs have already
been used in studying the intent to adopt ICT ansjfecific electronic systems, large and small,
such as the intent to adopt new software (Venkaetsal. 2003), or to adopt toll collection
services (Chen en al. 2007). Perceived usefulneds parceived ease of use will thus be
considered as potential determinants of intentdopa new elD technology in our conceptual
model, and usefulness will be considered as a riiedigariable between ease of use and attitude
toward adopting the technology.

Beyond TAM variables (usefulness and easiness) Yenyether elements could also
influence consumer willingness to adopt elD, anid thaper proposes that DOI provides a
potential explanation/improvement.



2.3. Diffusion Of Innovation (DOI) Theory

Technology adoption depends on the characterisfidsoth the technology in question
and the adopting unit. Regarding the former, thg kactor is the content/utility of the
technology, that is, whether the technology sa&tssé particular need of potential adopters (at the
social level). Regarding the characteristics ofdtiepting unit, technology adoption is shaped by
three sets of variables: exposure, capacity to tadopd use, and state policies. Regarding
exposure, both the expected benefits (and riskd)lewels of exposure to the innovation are
important. Concerning the capacity to adopt, tetdgyadoption occurs when adopters enjoy the
necessary levels of income to afford the technglagywell as the necessary cognitive skills and
technological infrastructures to adopt the techgwloEducation for example should be an
important factor of ICT adoption as the innovatmmuld only be used by those with some skills,
which in turn is highly contingent on educationdés/

Diffusion of Innovation Theory (DIT or DOI) (Rogdr995) is a well-known conceptual
framework to study new products’ diffusion and attmp The original diffusion model provided
a probabilistic approach based on the hazard fomctvhich determines the likelihood that a
non-adopter of an innovative product will becomeaaiopter in the next temporal unit. Rogers
(1962) classifies diffusion into five stages: inatws, early adopters, the early majority, the late
majority, and laggards, with 2.5%, 13.5%, 34%, 34%gd 16% of the population respectively.

According to DOI, the rate of technology diffusignaffected by an innovation’s relative
advantage, compatibility, trialability, observatyiland complexity. Research suggests that all but
the last factors have a positive influence on giffa (Sonnenwald, Maglaughlin and Whitton
2004; Ferle, Edwards and Mizuno 2002). Rogers (L€88nes relative advantage as ‘the degree
to which an innovation is seen as being superiatstpredecessor’. Compatibility refers to ‘the
degree to which an innovation is seen to be corblgatvith existing values, beliefs, experiences
and needs of adopters’. Trialability is the ‘degi@evhich an idea can be experimented with on a
limited basis’. Observability is the ‘degree to whithe results of an innovation are visible’.
Finally, complexity, which is comparable to TAM ®geived ease of use construct, is ‘the
degree to which an innovation is seen by the piatleatlopter as being relatively difficult to use
and understand’. Overall, relative advantage, caibifity and complexity are considered as
most relevant to adoption research (Tornatzy areink1982; Carter and Belanger 2005; Yi,
Fiedler and Park 2006). Moreover, complexity is panable (in reverse direction) to TAM’s
perceived ease of use construct, while perceivetubress and relative advantage are, according
to some authors (e.g. Moore and Benbasat 1991; fesk et al. 2003, Carter and Belanger
2005), the same construct. In this study, the vested TAM constructs are chosen rather than
similar DOI constructs. In addition, some DOI cousts are not necessarily adapted to our
model as the elD systems to be studied (e.g. Biacsgtdon't really exist (i.e have not yet been
used by the public in everyday situations). Thestarcts of trialability and observability are
consequently not useful for this study. As a resalir conceptual framework will only include
compatibility as a DOI construct.

2.4. Perceived risks (or negative consequences)
It is well known that TAM and DOI constructs focuws key factors of innovation

adoption, mainly measuring perceived advantages tethnology. However, the model should
also take into account various obstacles to adoptMost studies on personal information



disclosure show that consumers’ reluctance to asecinformation that is personally identifying
is theoretically attributable to corresponding eliéinces in the perceived severity of negative
consequences (risks) of disclosure (see for exaRiita, Larose and Choi 2005, Milne, Rohm
and Bahl 2004, Lancelot Miltgen 2009). But only #agectations of negative consequences of
complying with the demands of a specific innovatiand not generalized risks should be
considered. The perceived risks are linked to paer decisions (for example, the decision to
self disclose or not) which can occur in specificumstances (task, context and time specific).
Consequently, as with all innovative technologigecific risks linked to the adoption of elD
technology should be measured in order to addiessspecific perceptions of people. For
example, the adoption of new monetary device iresuthancial risks which are not so important
when considering the adoption of electronic adniai®n. Our framework therefore measures
perceived risks in relation to elD applicationsr [etD systems, safety and psychological risks
are often discussed and will therefore be consitleeze.

A further construct relevant to eldentity relategrust, and more specifically to perceived
trustworthiness. There is theoretical and empirscgdport for integrating trust in our model. First
of all, many empirical studies incorporate trugbiiAM (e.g., Suh and Han 2003; Pavlou 2003;
Dahlberg et al. 2003; Chen and Tan 2004; Gefen Stnalub 2003). Moreover, studies of e-
Government suggest that perceived trustworthineakldmpact citizens’ intention to use e-gov
services (Carter and Belanger 2005). Trustwortlsines'the perception of confidence in the
organization’s reliability and integrity’ (BelangeHiller, and Smith 2002). To adopt new
technology, citizens must have confidence in tleiglers and in the enabling technologies.

Davis (1993) has recommended extending TAM by iporating ‘external variables’, to
improve not only the viability of TAM in informatio system research but also information
systems adoption. Situational and individual vdeakare therefore included in the framework.
First of all, as for situational variables, elD ieal applications may influence public
perceptions. For example, whether the system ieslad not biometric recognition may give rise
to different public perceptions. The type of ell@hrology tested is thus included in our model
as a potential moderator. In order to assess diftaypes of elD system and to test their relative
influence in our model, respondents are placed simaulated situation where elD applications
will be described in a written scenario. Four scesaconcerning elD applications (e.qg.
biometrics, mobile services, etc) have been prepane will be tested in future empirical test of
the model. Secondly, some individual-level variableave also been treated as possible
predictors of intention to adopt new technologiedT literature. Some interesting individual
variables that are presented hereafter will thuadzked to our model.

2.5. Individual-level variables
Individual-level variables included in our framewdrelong to four categories.
2.5.1. Demographics

Analysis of most survey results points towards la i@ demographic characteristics in
influencing people’s perceptions towards ICT. Foaraple, in a survey on EU Citizens’ trust in
ID systems and authorities, Backhouse and Halg2€607) found that gender features strongly in
citizens’ perception of trust: in general, malepeasdents were more negative in their views. Age
has also a strong influence: younger people tetolexhibit more openness towards elD cards
than older respondents (Backhouse and Halperin)2@&7a result, the following demographic



variables are measured (i.e. controlled) in thesioenaire: nationality, age, gender, settlement
size (rural/urban), education level and occupation.

2.5.2. Innovativeness

Because of novelty, adopting an innovation (sualew IT or elD system) inherently
involve a risk (Kirton 1976, Bhatnagar, Misra andoR2000). Some people are more (or less)
likely to take a risk in adopting an innovation doetheir differences in innovativeness (Rogers
2003). Therefore the technological fear variablaisoduced in our questionnaire, or better still
its opposite, the person’s innovativeness. Rog#63) defines innovativeness as “the degree to
which an individual or other unit of adoption idatevely earlier in adopting new ideas than other
members of a social system”.

Researchers use three mechanisms to classify ihaovadopters into adoption
categories: the innovativeness construct, a sevimdumer behaviours, and “years to adopt”. The
former deemed a more precise approach. Building igmgers’ work (1962, 2003), Agarwal and
Prasad (1998) proposed a metric for the measurenoéntdomain-specific individual
innovativeness. They focused their attention onatieption of IT and created a scale named
‘personal innovativeness in the domain of IT" (P)Tdefined as “the willingness of an
individual to try out any new information technojdg Because this scale is specific to IT
systems, it seems particularly adapted to our study

2.5.3. Experience with the Internet

Online experience is often considered as a stnodigator of consumer’s online behavior.
Moreover, the consumer’s online experience cowdd ahpact its intent to adopt other electronic
technologies such as elD. For example, an extenseeof the Internet tends to lower negative
perceptions toward adoption of a new ID card (Bacige and Halperin 2007). Consequently,
several variables related to usage of and fantiaxith the Internet will be included in our
model and in the future survey questionnaire: Thagelnternet length of use and familiarity
with and Internet skills.

2.5.4. Attitudes and behaviours in terms of personal Hatalling and protection

As ICT becomes more embedded in our lives, peomeirecreasingly sharing private
details via popular websites or social networkshsas Youtube, Facebook or MySpace.
However, individuals and groups also want and rteekkeep certain parts of their lives hidden
from public view, and thus retain their privacy.igtoncept mainly reflects an individual's
perceptions of the risks associated with potenpi@acy violations that may incur during
information practices. Numerous studies have cterdly concluded that the overwhelming
majority of people are ‘concerned’ or ‘very concath about threats to their privacy while
online, and are willing to act to protect it (Pasr&d al., 2006). The influence of privacy concern
on behavior is widely recognized, whether considgthe surfing behavior, the buying behavior
or the self-disclosure behavior.

Moreover, privacy concerns could be responsiblerfost part of the public’s fears about
adopting new technologies such as elD systems. iBhigarticularly true for biometrics as
biometric data are highly personal data with theatgst power and privacy threat deriving from
their tight link with their owner’s identity and dy. For a large part of the population, this



technology is thus regarded as a highly intrusorenfof surveillance (Andronikou, Demetis and
Varvarigou 2007). As a high level of risk perceptiof information disclosure leads to less
willingness to provide information (Moon 2005), tads strong evidence that privacy concern
could influence the perceived risks toward adoptireyv elD systems. Other indicators of
attitudes and behaviors in relation to personab dandling and protection should also be
included in the model such as attitude toward &g and protection measures.

Innovativeness and privacy concerns will be inctuaethe model as key determinants to
people’s beliefs towards adoption of new elD amians. However, demographics, experience
with the Internet and awareness and attitudes tsvprotection measures and regulation will
only be included in the model as control variabésnsequently, no specific hypothesis will be
proposed for those variables.

3. Model development

Intention to use advanced elD services is to beieti) services which for the most part
do not exist or are in early phases of implemematirherefore, the research focus is set on
intention to adopt, rather than on use of suchisesv Attitudes and behavioral intentions have
been shown to be reliable predictors of behaviosossca wide range of domains and provide
efficient means of assessing behavioral outcomessMring intention to adopt a new technology
(e.g. an elD application) can thus be seen as #acttee way to evaluate the potential
successfulness of the innovation. That is why it@nto adopt the technology (i.e. the elD
system) is measured as a key dependent varialdarafonceptual framework. Another way to
evaluate the consumer readiness to adopt a tedyn@do measure his intention to recommend
this technology to friends Therefore the recommeéondaintention is added as a second key
dependant variable. Moreover, despite the incagisisindings regarding the effect of ease of use
on attitude, attitude toward using the proposed telihnology is recognized as a key mediating
variable between beliefs and behavioral intentif§]. The corresponding beliefs are TAM
variables [3.1], DOI variable of compatibility [3.2nd trustworthiness in public authorities and
in the corresponding technology [3.3]. Some keyeeedents of beliefs (i.e. other individual
variables) are also incorporated in the model astified hereafter [3.4].

3.1. The impact of TAM variables on attitude anldawéoral intentions

TAM proposes that perceived usefulness and perdedase of use determine a person’s
attitude toward adopting a technology (Davis 1988yis, Bagozzi and Warshaw 1989). Despite
the inconsistent results regarding the effect cfeeaf use on attitude, some studies finding a
significant positive effect (Chen and Tan 2004, &€ and Fenech 2003) whereas other founding
an insignificant relationship (e.g. Chau and Hu 200ownsend et al. 2001), PEOU is
incorporated as an antecedent of attitude in oudalhdvioreover, as previous research has
consistently argued that: 1) perceived ease ofnfieences attitude both directly and indirectly
through the perceived usefulness (Dishaw and Sti®@%9, Gefen and Sraub 2000, Venkatesh
and Davis 2000, Ha and Stoel 2008) and 2), perdaigefulness influences technology adoption
intention both directly and indirectly through tladtitude (Chen et al. 2007), the hypotheses
bellow propose the following:

H1: The greater the perceived usefulness, the rfaxerable the attitude toward adopting

elD



H2: The greater the perceived ease of use, the flama@able the attitude toward adopting
elD

H3: The perceived usefulness of the elD technoiegositively corelated to its perceived
ease f use

H4: The perceived usefulness of the elD technofmugitively increases the intention of
adoption

3.2. The impact of DOI variables on attitude

We included both TAM and DOI constructs in our e#ddoption model because DOI
constructs have been shown to add significantthégprediction of adoption intent (Plouffe el al.
2001, Carter and Belanger 2005). Although compdtibis not a variable included in TAM,
recent studies on innovation diffusion and techgglacceptance suggest that compatibility is an
important variable in determining technology adoptobutcomes in addition to PU and PEOU
(Agarwal and Prasad 1998; Parthasarathy and Bhatjee 1998, Sultan and Chan 2000, Yi,
Fiedler and Park 2006). Therefore, hypothesis lp@ses the following:

H5: The greater the perceived compatibility, therendavorable the attitude toward

adopting elD

3.3. The impact of perceived risks on attitude

When engaging in an online transaction, consumexrshighly concerned by the different
types of risks that confront them (Paviou 2003)h#s been shown that perceived risk is
associated with lower consumers’ intentions to lasernet sites for transactions (Miyazaki and
Fernandez 2001; Paviou 2003). In our study, gidem uncertainty of e-identification, it is
expected that perceived risks would lower consunietsntions to adopt a new elD application
by negatively influencing the attitude toward adogthe elD technology. For example, fear that
the elD service provider has not taken adequaps steensure the security of the transaction will
negatively affect the attitude toward adopting 81B technology. The possibility of private
information theft or illegal disclosure could alpat the individual in a less favorable attitude
toward adopting the technology. Consequently, Hygsis H6 proposes the following statement:

H6: The greater the perceived risks, the less fablar the attitude toward adopting elD

3.4. The antecedents of beliefs

Trust models suggest that a combination of trushéentechnology (here in the Internet as
the web is the main platform on which electronientification systems are available), trust in the
organization trying to implement the elD applicati@vhether public or private) and trust in the
product or service proposed (the elD applicatiogelij affects overall perceptions of
trustworthiness (Lee & Turban, 2001). As the elbviee provider will not be clearly identified,
instead, trust in the public authorities is an Ideaiable to measure. Indeed, it is the entitychhi
1/ accepts the elD system to be delivered to theeois and 2/ ensures the legal protection of
citizens’ security and privacy in relation to perabdata handling. These three trust components
should be evaluated individually and in combinatiaithin the context of new elD systems’
implementation and are therefore all supposed flaence the consumers’ beliefs toward this
technology.
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Trustworthiness is a central tenet in consumensuiness relationships and is even more
critical in online transactions because of the uaigharacteristics of the virtual environment.
Trust is one of the most effective tools for redigcuncertainty and risks and generating a sense
of safety (Pavlou 2003, Suh and Han 2002). Theeefconsumer trust in public authorities and
technology (Internet and elDjs believed to play a pivotal role in consumergéentions to adopt
the elD technology (Carter and Belanger 2005) hlpceng the perceived risks and uncertainty
associated with the adoption (Paviou 2003). Coresetiyu

H7a: Consumer perceived risks of adopting new ed€hmology is negatively related to

trust

Trust in technology doesn’t only influence the mé#ved risks associated with adopting the
technology. Prior studies also incorporate trustAM in several ways. Results support trust as
an antecedent of 1° ease of use (Pavlou 2003) aiews consumers to become vulnerable to the
e-service provider (Chircu el al. 2000) and 2° ubefss (Dahlberg et al. 2003, Pavlou 2003), as
it reduces the need for the consumer to controlsihetion, facilitating the transaction and
making it effortless (Chircu et al 2000). Consedlyen

H7b: Consumer trudtis positively related to the perceived usefulne$sa new elD

technology

H7c: Consumer trust is positively related to thercpeved ease of use of a new elD

technology

Consumers’ information is at risk when they idgnttiemselves while surfing and/or completing
transactions online. While identity theft has ttewtally occurred offline, online collection of
online identities is both easier and more efficitmtthieves (Katyal 2001). Consumers who do
business with online organizations (whether publiprivate) are thus highly vulnerable as their
personal data can be compromised and misused.clprigancern reflects an individual's
perceptions of the risks associated with potenpdalacy violation associated with the
information practices (Rifon, Larose and Choi 2008)erefore, consumers with higher privacy
concerns will perceive lower risks in giving thgdersonal identity online. For the elD
technology, hypothesis H8 is proposed:

H8:Consumers with higher privacy concerns will pagve more risks of adopting the elD

technology

Innovativeness captures an individual’s predispdsedency to try out a new technology. This
variable has been shown to be a significant prediof behavioral intention to use new
technologies such as online buying and PDA (e.gFP¥édler and Park (2006). However, it was
recently suggested that individual innovativenegghinbe a direct predictor of TAM and DOI
variables (Lewis et al. 2003). Yi, Fiedler and P#2K06) confirmed that, regardless of the
measure or the innovation acceptance settingsyativeness directly determine 3 innovation
characteristics, namely the perceived usefulnes® ef use and compatibility, which are also 3
mediating variables of our model. Due to this reghk following hypotheses are postulated:

H9: Consumers with higher personal innovativenesté perceive the elD technology

characteristics of usefulness (a), ease of usarfd)compatibility (c) more positively

® In this research, consumer trust will thus refeB kinds of trusting entities/technologies
® We will only refer here to the trust in technolagyternet and elD system).
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3.5. Attitude influencing consumers’ intent to adapd recommend the technology

TAM proposes that the beliefs about a new technoldgtermine a person’s attitude
toward using the technology which in turn determitieeir intention to use it. Therefore, for the
elD system, hypothesis H10 postulates the following

H10: Consumer’s attitude toward adopting a new el{stem positively influences the

intention to adopt the technology

If consumers usually rely on word-of-mouth (WOM)jtmige the quality of a product, a service
or a website, they can also produce some recomrtiendgFile, Diane, Cermak and Prince,
1994). Consumers having received favorable infolonabn a merchant, a product or a service
(i.e., a positive WOM) will have a more positivergeption of the object and/or the subject.
Those consumers with a positive attitude will thea more inclined to recommend the
product/service and/or provider to their socialcleir (family, friends...). Moreover, as the
positive relationship between behavioral intentiamsl actions is extensively described in the
TRA and TPB models, consumers with high intentmadopt a new technology are assumed to
be early adopters — or innovators following Rog€t362) model - of the innovation. Following
the ‘diffusion of innovation’ models, influenced Ippth internal (i.e. mass media) and external
(WOM) communication means, other consumers (i.e.etrly adopters and the early majority)
will also adopt the innovation at later stages.itR@s WOM of innovators (people with high
intention to adopt the innovation at early stages) thus positively influence the behaviors of
later adopters. Consequently, both consumers’ igesdttitude and/or high adoption intention
can influence the intention to recommend the teldgyoto their social circle. Hypothesis H11
postulates the following:

H11: Consumer’s attitude toward adopting a new siBtem (a) and intention to adopt the

technology (b) both positively influence the ini@mtto recommend the technology to

others

As said before, elD practical technologies andiappbns may influence public perceptions and
should potentially moderate some of the links the proposed in the model. For example,
whether the system includes or not biometric rettamm may engender different public
perceptions in terms of trustworthiness, risks aochpatibility. The type of elD system is thus
included in our model as a potential moderatorctrrally, different elD systems (considered as
a combination of technology and application) w#l joroposed to the participants (in the form of
written scenarios) and tested in the future emgliiest of the model in the form of multi-groups
analysis. Consequently only a general hypothed@msulated for this variable:
H12: the elD system tested is likely to influer@elinks proposed in the model

We present the conceptual model of our resear€igiumre 1.
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Figure 1 Proposed theoretical framework
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4. Methodology
4.1. Choice of the elD technologies to test

There are numerous types of elD technologies apficagions, some of them already
used nowadays (e.g. PIN/password to access pemewviaes and data) and others for future use
(e.g. RFID implants to access restricted spacepefAgdix A provides a table matching the elD
technologies and applications often used todayvamdh will be used in 5 to 15 years (IPTS
2008). Because it isn’t possible to study the pidéadoption of all of technologies individually
(there are 30 possible combinations of elD techgiekiapplications) nor globally — as a means
of all possible combinations - (the influence of tactors may greatly depends on the type of elD
technology/application studied), 4 different e-s&#8 situations are suggested using 3 kinds of
elD technologies (i.e. biometrics, tokens and snglgn-on) and 3 types of applications (see
Table 1).

(insert Table 1 with Scenarios here)

Because Internet users’ actual and future behawviateg predominantly investigated, an survey
online is conducted, using a scenario method inclwinespondents are presented with written
scenarios describing a simulated situation in wiaidhiend has the possibility to adopt a specific
combination of elD technology/application. This eggrh seems suitable for eliciting beliefs and
attitudes in typical situations, especially in tela to moral dilemmas (Seawright & Sampson
2007; Bateson & Hui 1992; Wang & Manning 1999).tRarmore, respondents should not offer
socially approved answers, because social pressudiminished with online questionnaires

administered individually (Morahan-Martin & Schurhac 2003). Four questionnaires were built
in which only the scenario proposed to the respontee taken at random in the 4 scenarios)
changed. This choice increases the external walidit our results as people’s perceptions,
attitudes and intentions to adopt are evaluatediitiarent types of elD systems. This choice

enables the ‘control’ of the influence of the ef3tem to be studied and to study its influence on
the model and potentially on all the links tested.

4.2. Sampling

Young people (15-25 years old) have embraced nésvnmration technologies in large
numbers. They use the Internet widely for manyhefrtdaily activities. For example, 88% of the
16-24 years old of EU27 are connected to the Ieteversus 60% of all the EU27 individuals
(Eurostat, 2009). Young people’s activities onlare also often ahead compared to the average
European Net surfers. Consequently they probabbyesent the Net surfers of tomorrow.
Moreover, they correspond to possible opinion leadie the area of IT. It is thus important to
understand their opinion toward elD services ineottd evaluate the future impact of electronic
identification systems on the Internet populati@haawhole, and on the future Net surfers in
particular. As they are people who have grown ug Wiese new technologies, they undoubtedly
better reflect the behavioural patterns of therigociety (especially concerning the adoption of
technologies that will only be available to the ragge European citizen in 5 to 10 years) since: 1)
they are future adult citizens; 2) they have a heylel of IT literacy; 3) they tend to grasp new
technologies rapidly. Additionally, as young peopteed 15-25 years make up 11 to 16% of the
European population, depending on the country demsd, they represent quite a large
proportion of the population.
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4.3. Administration of the questionnaire

A preliminary questionnaire was presented and &sed during an expert workshop. On
the basis of experts’ recommendations, a revisesiore of the questionnaire was proposed and
tested through a small-scale field trial (pre-tegtjch involved 117 young people in the United
Kingdom. The results of this pre-test were usedameend, remove and reformulate some
questions. A total of 12,143 young (15-25 years) ddropeans from 4 European countries
(France, England, Spain and Germany) took patterfinal survey. Emails with invitations were
sent to 531, 443 people, retrieved from a selestedrom a Net Surfers database managed by the
1000mercis French company through its Elisa progr@werall, Elisa comprises 9, 000, 000
members living in Europe and 500, 000, 000 critéflas database offers the advantage of being
multi-cultural, efficient (good response rate) alldws the researcher to obtain a representative
sample of young European people. The sample fosoey was selected in the Elisa database
by using quotas. In particular, the quotas wereetbasn Eurostat data in each of the four
countries and 2 criteria that were mainly used wgeader (male/female) and age (split into two
groups 15-18 year olds and 19-25 year olds). Tdmspéing method should implicate the relative
representativeness of the sample based on the abb@sa. This choice is preferred over a
convenience sample (e.g., students) whose spettificacteristics (e.g., age, education level)
might limit generalisations of the results to adater population. Being able to generalise permits
the increase of the results external validity. ig@nts in the study were diverse in nationality,
gender, age, professional status and educatioh [Ekis choice meets the criteria of Mason’s
(1996) concept of being ‘theoretically generalisghh that 1° there is no reason to assume that
our sample of participants is specifically atypial. all middle class) and that 2° the analysis i
rigorous and systematic. In respect to these poihésfindings presented here can be taken to
indicate current young European (i.e. French, BhglSpanish and German) attitudes towards
ICT in general and the adoption of specific ideadifion systems in particular

4.4. Description of the sample

Out of the 12, 143 respondents, 37% were Frenchh, panish, 22% English, and 14%
German. 56.3% of the respondents were male and®@@re female, this proportions being
quite different in some countries, notably in Spaimd in the UK. The majority of people
surveyed were between 15 and 18 years old (45.6%emh), 29.1% between 19 and 21 and
25.3% of youngsters were more then 22 years olob&lly, nearly half were students (with more
students in the UK and fewer in Spain) and aroud% ®f the youngsters were ‘blue collar’
(from a working class environment). Concerning ¢aeication level, only 2 % had a Doctorate
and 18 % a masters degree (this percentage waksimahe UK and Germany). The education
level most encountered was ‘license’ or Bacheldiseg years of higher education) which
represents 40.9% of the sample. Most of the youadigpants did not have an Internet
connection at home (64.3%), the participants wenedver still present online. 62.6% had used
the Internet for more than five years and a majooit them went online several times a day

" To ensure that there is no bias in the sampletefe we compared the profiles of full and partespondents. The
results of chi-tests show that full and partiapsdents are quite different in their profile (€fidl respondents are
mainly from France, UK and Germany and use thaetsfor more than 5 years) but that they do nffeédin terms
of Internet trust level, informational privacy cemns and attitude toward adopting the proposedsgtilem, which
shows that there is no big non-response bias.
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(76.9%) with fewer people doing so in Spain andevsw in France and Germany. Appendix B
shows the sample characteristics.

4.5. Measurement

To test our conceptual framework, major constrwgte multi-item scales (Appendix C)
are measured. Most items use seven-point scalegngarirom "strongly disagree” (1) to
"strongly agree” (7) with some items measured ire fpoints scales (e.g. attitude, privacy
concerns). The majority of the scales used in thestionnaire come from the literature or
integrate statements from existing scales (e.gsales for TRA and DOI) with others (e.qg.
perceived risks) proposed by the authors on thes lmdishe results from a previous qualitative
study and the expert workshop. As the questionnaa® very long and in order to decrease any
bias in the answers due to the respondents’ fatifp@eshortest scales found in the literature were
applied.

To ensure their content validity, all scales weididated by the experts and pre-tested.
Furthermore, the scales on the basis of exploratony confirmatory factor analyses were
validated.

5. Conclusions
5.1. Academic and managerial implications

Based on famous IT literature (TAM and DOI modelsll proposing an integrated and
extended conceptual framework of key determinahtseav technology adoption, this research
offers important implications for researchers, nggna and policy makers.

On the academic level, this paper contributes tdstieg literature pertaining to
technology acceptance theories and completes mxistodels with new key determinants such
as trustworthiness and innovativeness.

We also suggest including many individual variakdescontrol variables and the type of
elD application tested as a manipulated and madegratariable. Finally, development of the
existing intent to adopt models is proposed, byiporating a new key dependant variable: the
capacity to recommend adopting the technology. Ehxtends DOI theory by studying the
potential recommendation power.

Several practical implications also emerge.

Firstly, this model encourages managers to bequdatly attentive to both specific risks and

benefits in adopting the technology. Some peopladcbe encouraged to adopt a new application
because of its ease of use but could finally refieseise it because of high perceived risks,
especially in relation to security and privacy. @atly, public authorities should address

citizens’ concerns in relation to new identity bdiservices. Undoubtedly, privacy concerns will

highly influence the perceived risks toward adogtthe technology. Government should thus
find useful means to reassure people if they waege¢ new technologies to be adopted.

5.2. Limitations and suggestions for further resdar

This research is not without its limits that shoefecourage further research in this area.
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First of all, this paper only proposes a concepi@ahework that should now be tested in order to
see if all hypotheses postulated are verified. $hsuld be done on samples as representatives as
possible of the population in order to have usedallts.

Secondly, of the many situational factors that rigHuence responses, only the type of
elD technology and application is considered. Pobbahe organization which offer the
application and the functionalities of the appiioatitself also influence the decision to adopt (or
not) a new elD technology. Additional research #thahus investigate these other factors and
some ways of manipulating them.

We focused our research on the citizens’ adoptiai® systems. However, it would also
be interesting to study the public entities’ motivas and perceived risks in encouraging the
implementation of such elD systems in one geogcapharea and/or in adopting themselves
these systems (e.g. e-government initiatives, sguas...).

Finally, measuring TAM and DOI using only some loé toriginal variables undoubtedly
Is restrictive; other elements such as trialabiityd observability could also have important
effects.
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Table 1. The elD scenarios tested in the researcbrn(e scenario per participant)

SCENARIOS elD Technology| Applications

Your friendClaudia is 16 and always busy hanging around
with her friends. A company offers her a servic&dep in
touch with her friends and know new people. To lnap
identify people she may like to meet and frienddifg like ACCESS {0
the same in the vicinity (bars, clubs, gym and arsity), the L

; . | Communicating | shared
service requires some of her personal data, suaegggende device (SIM) information
and location. The service is accessible throughradile spaces
phone, based on the SIM card. If Claudia switchrethe P
service her whereabouts and current activitiechagted, to
match other people's whereabouts.
Your friendMax is 18; he moved from his village to Dublin to
work in a call centre during the summer. To keefpirch
with his friends and manage his new life, he needgcess
his email accounts and mobile devices, and makefuse Access to
range of websites such as Facebook, Skype, ordinkirg, remote services
paying tax online, online grocery shopping etch&shas no | PIN/password (SNS

internet at home, he uses a close-by internet Tafe owner
of the café offers him to manage all his activi{igscial,
leisure and financial) from a single website, usirgjngle
login and password.

e-commerce)

Your friendAlice is turning 18, and is planning a 3-months
trip abroad over the summer. She will carry hectedsic
passport to visit all the countries she has in mdompany
offers to add to the passport chip additional imfation of her
choice, such as her travel preferences, food tastesligital
signature, some emergency money etc. With thisrerdth
chip she could access a range of services witteouging
around additional documents. For instance, shoppials
could advise on clothes she may like as she walksthem;
travel agents may suggest additional sights sd®sgd on
her route, and credit could be added to the cacdse of
medical emergency.

Contactless
token

Access to
Remote services
(e-commerce)

Your friendAlex is 17. Every day he goes to the library to
practice for his driving test on one of the drivsigwulators
provided by the local council. To enter the librag/could
join the queue at the counter, which is half-dogeaple long,
including people he knows, and have his librarylcaranned.
In this case, the librarian will look at his filesk him a few
questions and allocate the right simulator. Altéusdy, he
could use the eye-scan machine at the entrance. Thi
automatically allocates him a simulator to useghasn his
previous test results and on his preferences. étensl
procedure will probably take him less time.

Biometrics

Facilitating
person-bound
(non-remote)
services
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Appendix A. Matching elD technologies and applicatns

N

Technologies

v

PIN/ Single-use Contact Contactless | Biometrics RFID Electronic
password password tokens tokens implants signature

Access control to personal
devices and data

=i -

Access to shared
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Access to remote services
ol e | I

Access control to restricted
space

Facilitating person-bound
(non-remote) services
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SourcelPTS, elD expert Workshop, Sevilla, April 2008
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Appendix B. Main characteristics of the sample (demgraphics and internet use)

Main demographic characteristics of the sample

France UK Spain Germany Total
Country responses 37 22 27 14 100
Sex Male % 60 65 78 53 56
Female % 40 35 22 a7 44
15-18 % 59 30 45 37 46
Age 19-21 % 31 29 27 29 29
22-25 % 10 41 28 34 25
Student % 56 75 20 54 48
Self-employed % 1.5 4 9 3 4
Professio Manager % 1.5 4 3 1 2
nal status  Other white collar ¢ 5 7 6 5 5
Blue collar % 27 3 51 30 31
Unemployed % 9 8 11 7 9
Baccalaureate % 32 62 34 67 39
Education Licence % 46 31 37 28 41
level Master % 21 6 22 5 18
Doctorate % 1 2 8 0 2
Internet use characteristics of the sample
France UK Spain Germany Total EU
Internet Broadband at home 95% 66% 80% 95% 66%
connection
type Other connections 5% 34% 20% 5% 34%
<1 year 3% 5% 3% 3% 5%
l'gazft';]et 1-3 years 14% 20% 13% 14% 20%
Orlse 3-5 years 22% 19% 23% 22% 19%
+5 years 61% 56% 61% 61% 56%
Several times perday 85% 64% 80% 85% 64%
) Once a day 10% 26% 11% 10% 26%
Surf online

A few times a week

5%

9%

8%

5%

9%

Less than once a wee

0%

1%

2%

0%

1%
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Appendix C. Instruments measure

1. INDIVIDUAL VARIABLES

Gender

Male / Female

Age

Your year of birth

Professional

What is your actual professional situation?

detailed information before subscribing

21

situation
Education What was your full time last year education
level? (to adapt to each country)
Settlement Lo Metropolitan Other urban
. You live in... Rural zone
size zone zone
Internet How lona have vou been using the internet? Less than onel Between 1 and 3 Between 3 More than 5
length of use 9 y 9 ’ year years and 5 years years
Connection How often do you connect to the Intemet? Several times Once a day A few times a| Less than once a Less than once @ Never
frequency a day week week month
Yi, Fielder . . .
and Park Innovati- How would’)you place yourself, in relation to i.trongly To Strongly
(2006) veness your peers? isagree agree
11 | am among the first to try out new technolagie 1 7
When | hear about a new technology, | look fo
12 : 1 7
ways to adopt it
13 | like to experiment with new technologies 1 7
2. DEPENDENT VARIABLES
Recommendat Would you recommend that your friend Strongly _Strongly
. ; : recommend To discourage
ion subscribes to the service?
@ ®)
Yu et al. 2005 Intention .Of What else would you recommend to your friend? S_trongly To Strongly
elD adoption disagree agree
He/she should apply this service as soon as
A2 . 1 7
possible
IA3 He/she should use this service soon after it is 1 7
launched
A4 He/she should wait until some friends use it / get 1 7




3. INDEPENDENT VARIABLES

Taylor and . .
Todd (1995) Attitude Overall, do you think that 1 To 5
ATT1 Using this service would be: A good idep #dhdea
ATT2 Using this service would be: A wise idea dofish idea
ATT3 Using this service would be: Attractive Nattractive
ATT4 The idea of using this service You like it olrdislike it
PEOU1 The service requires a minimum of effort 1 3
Davis (1989), PEOU2 Sovzowugin?ﬁ tef)agg to get this service to do what 1 2 3
PEOU3 Learning to use such service would be easy fgr S_trongly To Strongly
me disagree agree
PEOU4 I would find this service easy to use 1 7
Adapted from PU1L This system would enable to identify oneself 1 2 3
Davis (1989), more securely
PU2 This system would provide a valuable service 1 2 3
PU3 This system would make it easier to identify 1 2 3
oneself
PU4 This system would make him/her effectively 1 2 3
control its personal data
Pavlou (2003) te;rrl:;tolgy 1 | would trust the system 1 7
Trustin I think the service would be reliable 1 7
technology 1
Vijayasara- Compati- | think using this system would fit well with the 1 7
thy (2004) bility 1 way that | like to identify myself
Cboilri?;)azt" Using this system would fit into my lifestyle 1 7
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Bélanger & . 1 riakan Strongly Strongly
Carter (2008) Risks What are the potential risks~ disagree To agree

R1 Your activities may be monitored 1 7
Information may be collected that could be used

R2 . . - 1 7
against you in future life

R3 Someone may hack into the system and steal 1 7
your personal information

R4 You may get unauthorized charges on credit gard 1 7

R5 Someone may use your identity instead of you 1 7

R6 You will receive unwanted commercial offers 1 7
Your privacy may be at risk, resulting in

R7 1 7
embarrassment

RS Your privacy may be at risk, resulting in serious 1 7
personal consequences
Your personal data will be shared with

R9 - 1 7
unauthorized persons

McKnight et Trustin More generally, concerning the Internet, you Strongly To Strongly
al. (2002) Internet would say that... disagree agree

The internet has enough safeguards to make me

TI1 feel comfortable giving my personal details 1 7
online
The internet is now a robust and safe

TI2 . ; . 1 7
environment in which to transact.
The internet provides a trusted environment in

TI3 which to make transactions for leisure, work and 1 7
business
The internet is safe enough to preserve my

T4 privacy as | carry out leisure, business and 1 7
personal activities

T5 I am confident that | can protect my privacy 1 7

online
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Fogel &

Privacy How concerned are you about the following rigks ~ Very Not at all
Nehmad . X . : To
(2009) concerns in relation to your personal information concerned concerned
Companies possess information about me that |
PC1 ; . 1 5
consider private
PC2 My personal information is used without my 1 5
knowledge
My personal data is shared with third parties
PC3 : 1 5
without my agreement
pC4 My.behawour and activities can be monitored 1 5
online
PCS My onllng personal data is used to send me 1 5
commercial offers
My identity is reconstructed using personal data
PC6 : 1 5
from various sources
. Trustin ;
Bélanger & . For each of the following statements, please state Strongly Strongly
public . . To
Carter (2008) - if you tend to agree or not disagree agree
authorities
TPA1 In [country], my personal data are properly 1 -
protected
[Nationality] legislation can cope with the
TPA2 growing number of people leaving personal 1 7
information on the Internet
| believe that the systems used by the public
TPA3 authorities to manage the citizens’ personal data 1 7
are technically secure.
| believe that citizens will be able to keep a gopd
TPA4 . 1 7
level of control over their personal data
| will always be able to rely on public authoritigs
TPAS . . . 1 7
for help if problems arise with my personal data
TPAG | believe that the authorities that manage my 1 7

personal data are professional and competent
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